Components of Enterprise Risk Management (COSO)
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Risk Impact/ Consequence Table

Risk
Category and
Rating

Financial

Financial loss less
than $

Financial loss $ million
and over but less than $
million

Moderate
3

Major
4

Financial loss $
million and over but
less than $ million

Financial loss $
million and over but
less than $ million

Financial loss $ million
and over

Reputation

Media coverage

Little media criticism

Moderate media
criticism

Extensive media
criticism and/or short
term loss of support
from stakeholders
and public

Prolonged media
criticism and/or long
term loss of support
from stakeholders and
public

Legislative /
Regulatory

Non compliance
advised by regulators

Non compliance
advised by regulators
and minor fines

Non compliance
advised by regulators
and moderate fines

Regulator threatens
loss of license and
directors or officers
stood down.
Substantial fines

Prison sentences for
directors or officers
and/or loss of license

Customer Service

Individual customer
complaint

Multiple customer
complaints

Widespread customer
complaints or
complaints to
Consumer Council or
Ombudsman

Intervention by
Consumer Council or
Ombudsman.
Potential litigation

Extensive intervention
by Consumer Council
or Ombudsman.
Litigation including
class action.

Other risk categories may include operations, employee satisfaction, fraud, environment, organization, health and safety.




Likelihood Table

Rating Likelihood Description Probability Indicative
Code Frequency
A Facing it now or expected 90% and above Occurs at least
to occur weekly
B Likely Probably will occur 76 -89 % Occurs at least
monthly
C Possible May occur 26 -75% Occurs annually
D Unlikely Not likely to occur 6-25% Unlikely to occur
in the foreseeable
future
E Most unlikely to occur 0-5% A black swan
event
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Risk Register
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